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Abstract

This paper explores the relationship of User Interface and User Experience (Ul/UX)
design to data integrity in Electronic Health Record (EHR) systems. The topic is approached
through examination of: foundational concepts of Ul/UX design and data security, history and
market drivers of EHRs, and scholarly research on EHR usability and patient safety. The author
proposes to improve data integrity in EHR systems through a collaborative effort between EHR
vendors, hospitals, and clinicians. The proposal focuses on standardization of EHR system
implementation and extensive usability testing with actual medical practitioners for all relevant

variations on EHR user roles.
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Background
History and Proliferation of Electronic Health IT Systems

For over a decade, the United States has been undergoing an effort to transform the
healthcare industry with the application of Health Information Technology (Health IT or HIT)
(Pallin et al. 2011, 543). In February 2009, the United States congress passed the Health
Information Technology for Economic and Clinical Health (HITECH) Act, which provided
government funded financial incentives to hospitals and doctor’s offices to adopt and
implement Health IT systems (Pallin et al. 2011, 543; Wani and Malhotra 2018, 1). This was
largely driven by the belief that widespread implementation of Health IT could reduce
healthcare costs and improve patient care while creating efficiencies (Pallin et al. 2011, 543;
Wani and Malhotra 2018, 1). In 2008, direct medical liability costs, such as medical malpractice
insurance, claims, and litigation, totaled approximately $55.6 billion in the United States
(Talmadge 2017, 202). It was hoped that incorporation of Health IT would improve patient care
and reduce costs by helping clinicians to recognize errors, such as those that can occur when
clinicians place an order for treatment (Taieb-Maimon et al. 2018, 383).

In particular, the HITECH Act sought to increase the adoption of Health IT systems that
are used directly by healthcare providers, such as doctors, nurses, and other medically trained
personnel (Pallin et al. 2011, 543; Wani and Malhotra 2018, 1-2). Adoption of Electronic Health
Record (EHR) systems to replace traditional paper charting was one of the act’s primary aims
(Wani and Malhotra 2018, 1). EHR systems offered potential for efficiency in sharing patient

healthcare data between providers, as well as the potential to aid healthcare providers in
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making and carrying out clinical healthcare decisions (Mosaly, Guo, and Mazur 2019, 1883;
Wani and Malhotra 2018, 1).

Similarly, the HITECH Act also sought to incentivize Computerized Provider Order Entry
(CPOE) systems, which are often a part of EHR systems (Middleton et al. 2013, e2-e3; Pallin et
al. 2011, 543). CPOE systems allow physicians, and other advanced practice providers, such as
nurse practitioners and physicians assistants, to directly place orders for their patients (Taieb-
Maimon et al. 2018, 383). Those orders could include prescriptions, diagnostic tests, and other
medical procedures (Taieb-Maimon et al. 2018, 383).

Implementation of these Health IT systems was a significant change for healthcare
providers, who are the intended users of such systems. It has also affected millions of
individuals as patients. Healthcare accounts for nearly 20% of the gross domestic product (GDP)
of the United States (Wani and Malhotra 2018, 1). In 2016 alone, Americans made over 883
million visits to physicians’ offices (Rui and Okeyode 2017). Of those visits, over 74% utilized
entirely electronic medical records, and another 14% utilized at least partially electronic
medical records (Rui and Okeyode 2017).

Usability and Health IT Systems

The hope of these healthcare provider facing systems was that they could serve as a
means to aid providers in making healthcare decisions and reduce errors (Mosaly, Guo, and
Mazur 2019, 1883). However, these systems themselves also potentially create new risks to the
integrity of the medical data. Since these systems are designed for the input and manipulation
of patient medical data, any error on data entry may negatively affect a patient’s medical care.

With electronic medical records, data integrity is potentially a life and death issue.
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Ensuring data integrity has long been viewed as a goal of information system security.
Conversations about data security often focus on intentional efforts to harm data integrity or
system errors that can corrupt or destroy information. However, user error upon record
creation or alteration can also pose a threat to data integrity (Harris and Fernando 2016, 4).
This is of particular concern if the system’s design contributes to such errors. In the case of
healthcare provider facing systems, such as EHR systems, errors can put patient health at stake.
Indeed, over half of reported patient safety events related to Health IT involve some type of
human data entry or retrieval error (Mardon et al. 2014, 19-20).

The Problem to Be Addressed

This paper will seek to examine the relationship of User Interface and User Experience
(UI/UX) design to data integrity in healthcare provider facing IT systems. The goal is to better
understand this relationship and determine if system usability design can improve data integrity
by reducing errors made by medical staff, who are the intended users of such systems.

Better understanding of this issue could potentially enable system designers and
developers to reduce errors in patient medical records. Such improvement in the data integrity
of medical records could improve patient care and potentially save lives.

By contrast, insufficient focus on Ul/UX by developers of EHR systems may make those
systems more prone to user error when inputting or manipulating patient records. Such errors,
thus pose an unnecessary threat to the integrity of data and, in turn, patient care.

Approach
In examining the relationship of UI/UX design to data integrity in healthcare provider

facing IT systems there are three primary areas of research. The first area for research is User
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Interface and User Experience design or “usability”. The second will be into data integrity,
particularly as related to user input and user input errors. Finally, extensive research will be
conducted into Health IT systems and their development. In particular, those systems whose
intended users are healthcare providers will be the focus.

Studies that directly examine the usability of healthcare provider facing systems, such as
EHR and CPOE systems, will be the greatest area of focus. This paper will seek to examine how
much knowledge on this topic currently exists and how widely understood the issues are within
the fields of healthcare and Health IT.

The proposed solution will be suggested drawing from what is known regarding the
relationship of Ul/UX and data integrity, as well as how that relates specifically to the medical
field and healthcare providers. Drivers of the development of EHR and CPOE systems will also
be discussed to the extent they may play a role in affecting patient medical data integrity.

Literature Review
Data Integrity and System Usability
Data Integrity

One of the primary goals of information system security is to ensure the integrity of
data. The ability to rely on accurate system data is crucial for the success of any information
system (Harris and Fernando 2016, 4). Simply put, “data integrity” is the ability of authorized
users to trust that the system data they require is accurate and reliable (Harris and Fernando
2016, 4).

There are a great many potential threats to data integrity. Unauthorized access and

manipulation of data, such as by an outside hacker, is a commonly considered threat (Harris
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and Fernando 2016, 4). However, there are other potential threats as well. Among them is error
by users, which is the concern most relevant to the subject at hand (Harris and Fernando 2016,
4). Users can unintentionally harm data integrity by entering incorrect values into the database,
or manipulating the wrong data record (Harris and Fernando 2016, 4). It is for this reason that it
is a best practice for the system to help validate user input (Harris and Fernando 2016, 4). This
could include only allowing specific options or ranges in a given field, or alerting users to
unexpected or unusual entries (Harris and Fernando 2016, 4).

This ability to help validate input to prevent errors was, in fact, a major driver for the
adoption of Health IT systems (Taieb-Maimon et al. 2018, 384; Wani and Malhotra 2018, 1).
However, Heath IT systems, such as EHRs, also opened new avenues by which errors may be
committed (Taieb-Maimon et al. 2018, 384). This is where User Interface and User Experience
design become relevant to the discussion.

System Usability

The field and study of Human-Computer Interaction (HCI) is a relatively new one. Born
out of the field of human factors, HCl examines how people perceive and interact with
computer systems to achieve their goals (Johnson 2014, Acknowledgements, Forward). Most
everything that a user does on a computer system is to accomplish some goal, such as write a
paper, send a message, or document patient health data. The computer itself acts as an
intermediating device between the user and their goal (Johnson 2014, Forward). Because of
this, it is widely acknowledged that the computer or computer system’s user interface may aid,
or hinder, the user in accomplishing their goal (Johnson 2014, Introduction; Martins et al. 2015,

133; Middleton et al. 2013, e2).
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User Interface and User Experience design draw heavily on the study of HCl and its focus
on how users perceive elements of an interface, as well as the cognitive psychological effects
that the interaction can have on the user (Johnson 2014, Acknowledgements). The user
interface (Ul) portion of Ul/UX focuses on how the interactive elements are presented to the
user (Johnson 2014, Introduction). The user experience (UX) portion focuses on how the user
actually uses the system, in light of his or her understanding and goal (Caddick and Cable 2011,
1).

Taken together, the overall focus of Ul/UX design is “usability” (Caddick and Cable 2011,
1; Johnson 2014, Introduction). System usability refers to, “how useful, usable, and satisfying a
system is for the intended users to accomplish goals by performing certain sequences of tasks”
(Middleton et al. 2013, e3). Or, to put it another way, usability seeks to ensure that, "real
products can be used by real people to achieve their tasks in the real world" (Martins et al.
2015, 133).

Finally, development of systems with significant, if not primary, focus on this kind of
practical usability is commonly referred to as User-Centric Design (UCD) (Martins et al. 2015,
133; Ratwani et al. 2016, e35-e36). Placing the needs of actual users at the center of system
development can make them easier to use and less frustrating for their intended users.
However, as will be examined in more detail later on, this kind of strong focus on usability can

also improve data integrity (Taieb-Maimon et al. 2018, 392-393).
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Drivers of Usability in EHR Systems
Federal Requirements for EHR Systems

As was introduced in the background section, adoption of Electronic Health Records in
the United States was driven largely by federal legislation (Pallin et al. 2011, 543; Wani and
Malhotra 2018, 1).

The federal government created a system for certifying vendors of EHR systems through
the Department of Health and Human Services’ Office of the National Coordinator for Health
Information Technology (ONC) (Ratwani et al. 2015, 1070; Wani and Malhotra 2018, 2-3).
Financial incentives encouraged the adoption of EHR systems based around demonstration of
what federal regulators defined as “meaningful use” of EHR systems (HealthIT.gov 2019; US
Congress 2009, H.R. 1—353; Wani and Malhotra 2018, 2-3). This “meaningful use” included a
number of functions, such as,

capturing patient information electronically in a standardized format, using patient

information to track key clinical conditions, integrating test and imaging results and

using decision support tools, communicating the information to all providers for the
purposes of care coordination, initiating reporting of key clinical quality measures, and

... using the information to engage families and patients in their care (Wani and

Malhotra 2018, 2).

The government-sponsored incentives also added additional responsibilities for
providers such as an increased care process, population health management, and
documentation requirements (O’Malley et al. 2015, 426).

These needs were intended to be met with use of certified EHR systems (Ratwani et al.

2015, 1070; Wani and Malhotra 2018, 2-3) The ONC authorizes third-party organizations, who
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in turn certify EHR systems as having met the ONC's certification requirements (Ratwani et al.
2015, 1070). In the early years following the HITECH Act, those certification requirements were
largely focused on meeting the “meaningful use” standard, with less focus on the usability of
those systems (Savage, Fairbanks, and Ratwani 2017, 769-770). More recently, the
requirements have been changed to include a requirement that EHR vendors attest to a User-
Centered Design process (Ratwani et al. 2015, 1070; Savage, Fairbanks, and Ratwani 2017, 769-
770).

Federal Requirements and Usability in Practice

This more recent effort to improve EHR usability seems to have been less than entirely
successful. A 2015 study of 41 EHR vendors found that 34% had not met the ONC certification
requirements for usability, despite being certified EHR vendors (Ratwani et al. 2015, 1071). In
addition, 63% used fewer than the standard 15 participants for usability testing, and only 22%
used 15 participants with backgrounds as clinical healthcare providers (Ratwani et al. 2015,
1071).

In addition, there seems to be a widely held view among many clinicians that federal
requirements are a significant hindrance towards EHR usability (Savage, Fairbanks, and Ratwani
2017, 769; Stack 2015; Terry 2015). Scholarly literature on the question of whether federal
regulations are in fact a significant hindrance towards EHR usability seems to be rather thin. As
a result, analysis is often anecdotal and quite possibly rather subjective. None-the-less,
clinicians are, in fact, the intended users of EHR systems, and given that this view seems to be

rather widely held, their views, even if largely anecdotal, demand consideration.
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For example, the American Medical Association (AMA) describes itself as, “a health care
advocacy organization made up of dedicated and engaged physicians ... [that] works to inform
lawmakers, guide decision-making and generate support for policies on critical issues that
impact physicians, patients and the health care environment” (American Medical Association,
n.d.). In 2015, the AMA held a town hall meeting with physicians on the subject of EHRs (Stack
2015). In response to this meeting, the former president of the AMA commented in a post on
the organizations website that, “the message from physicians is loud and clear: Electronic
health record (EHR) systems have so much potential, but frustrating government regulations
have made them almost unusable” (Stack 2015). This sentiment is intended to be reflective of
the statements of “many” physicians in attendance at the meeting and seems to be shared
more broadly beyond that particular town hall meeting (Savage, Fairbanks, and Ratwani 2017,
769; Stack 2015; Terry 2015). Again, while somewhat anecdotal, this frustration by EHR systems
intended users also conforms to scholarly finding on EHR use, as will be discussed later in more
detail (Shanafelt et al. 2016, 843).

EHR Usability and the Marketplace

Usability can also be a difficult feature to gauge for consumers in the market. Different
vendors use very different UCD processes, ranging from only nominally user-centric ones to
highly sophisticated processes and dedicated usability staff members (Ratwani et al. 2016,
e36). This variance can be somewhat opaque to purchasers of EHR systems (Ratwani et al.
2016, e36). This historically has limited the ability of EHR customers to purchase based on
usability (Ratwani et al. 2016, e36). It is reasonable to conclude that this also limited the need

of vendors to place true emphasis on usability.
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Experts in the field have since proposed frameworks to aid purchasers and end users in
better understanding the usability processes utilized in EHR system development (Ratwani et al.
2016, e38). One proposal seeks to apply a score to each EHR system based on the stated UCD
process, their testing method, and testing results (Ratwani et al. 2016, e38). Such a system may
help create demand for more usable systems, particularly given their cost. EHR systems upfront
and yearly costs are estimated to range from $15,000 to $70,000 per healthcare provider
(Reisman 2017, 574).

Established Information on EHR Usability
Clinician Experience with EHR Usability

The intended users of EHR systems are clinicians, such as medical doctors, nurses, and
advanced practice providers, such as nurse practitioners and physician’s assistants. As the
intended users of these systems, their experience and satisfaction with EHR systems can likely
speak to overall usability. As mentioned previously, EHR system usability has been a source of
frustration for many of these intended users (Friedberg et al. 2014, Main Findings). Physician
surveys show that clinicians broadly see the potential of EHR systems to improve both patient
care and the professional satisfaction of clinicians (Friedberg et al. 2014, Main Findings).

However, surveys also show that the current state of EHR systems has greatly worsened
clinician’s professional satisfaction (Friedberg et al. 2014, Main Findings). Physicians with high
usage of EHR systems have been shown to experience greater pressure on their time (Babbott
et al. 2014, e105). This is consistent with a significant national study of physician satisfaction
with EHR systems that found that only approximately 33% of physicians thought the amount of

time spent on clerical tasks directly related to patient care was reasonable (Shanafelt et al.
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2016, 843). Only 25% thought that the amount of time spent on tasks indirectly related to
patient care was reasonable (Shanafelt et al. 2016, 843). In short, EHR systems have increased
demands on clinician’s time and energy (Babbott et al. 2014, e105). As a result, physicians who
used EHR systems were at higher risk of burnout (Shanafelt et al. 2016, 844). Dissatisfaction
among clinicians is so pronounced as to raise potential concerns about its effect on overall
patient care (Friedberg et al. 2014, Main Findings).
Making Do with Existing EHR Systems

Physicians and other medical professionals have had to make do with EHR systems that
leave much to be desired. At the same time, the demand on them as healthcare professionals
has been increased (O’Malley et al. 2015, 426). Policy makers and healthcare providers have
since been moving to a more team based approach to medicine, in part because of the
recognition that the burden on physicians is so significant (O’Malley et al. 2015, 426). Helping to
facilitate this teamwork has since become a goal of EHR systems (O’Malley et al. 2015, 426).
Studies into team healthcare usability have thus far been mixed in their findings (O’Malley et al.
2015, 432-433). There are certain ways in which EHR systems have been found to be quite
helpful to clinicians, such as facilitating communication and task delegation (O’Malley et al.
2015, 432-433). However, it seems there is still considerable room for improvement, such as
better following of practical clinical workflows and the development of new team based
features (O’Malley et al. 2015, 433).
Examples of Specific Barriers to EHR Usability

Despite considerable efforts to make do, EHR systems have a number of substantial

known usability problems. As alluded to, healthcare is a complex process often involving a
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number of different healthcare providers, each with their own role (O’Malley et al. 2015, 426).
Doctors, nurses, advanced practice providers, and medical assistants have differing legal
authority and scope in providing medical care (O’Malley et al. 2015, 430-431). From a technical
standpoint, this means that developers of EHR systems have to develop for a number of
different user roles, with different access control permissions (Middleton et al. 2013, e4). While
that is not uncommon for many application development projects, in the context of modern
healthcare this can be a very significant challenge (Middleton et al. 2013, e4). Medical
professionals have highly complex roles and work in a highly complex social and professional
setting (Middleton et al. 2013, e4). As a result, the knowledge base of these target users of EHR
systems is very different from that of the typical developers of such systems, to whom
professional medical roles and idiosyncrasies are quite foreign (Middleton et al. 2013, e4).

This is also compounded by the wide variety of different medical specialties, each with
their own needs, workflows, and particulars (Friedberg et al. 2014, Conclusions; Shanafelt et al.
2016, 837). “General hospitals,” for instance, admit all types of medical and surgical patients
needing short-term acute care (Encyclopedia Britannica, n.d.). As a result, they cover a very
wide breath of medical specialties, all of whom EHR systems must serve (Friedberg et al. 2014,
Conclusions).

Each of these different tasks, for different types users, in different specialties, creates an
enormous number of “use cases” which developers of EHR systems must try and serve
(Middleton et al. 2013, e3-e4). “Use cases” are common tools for application development
(Middleton et al. 2013, e3). Each use case defines a particular task that a particular user wants

or needs to perform (Middleton et al. 2013, e3). The complexity of medical professionals’ roles,
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variety of medical specialties, and resulting high number of potential use cases makes for a
difficult project for EHR system developers (Middleton et al. 2013, e3-e4).

However, the difficulty and number of possible use cases does not end there. EHR
system implementation can also be a significant barrier to system usability. EHR systems
typically provide a high degree of flexibility in configuration (Middleton et al. 2013, e4). This can
result in different providers using very different implementations and processes, thus further
compounding the number of potential use cases (Middleton et al. 2013, e4).

A Collaborative Approach to Usability

As described, one of the challenges related to development of EHR systems is the vast
number of potential use cases and the expertise of the intended users. As a result, gathering
actionable usability data for system developers can be difficult. Here the Collaborative Usability
Evaluation (CUE) model is noteworthy (Hundt, Adams, and Carayon 2017, 294).

The CUE model is based on the principles of participatory ergonomics, wherein
individuals are encouraged to be involved in planning and controlling significant portions of
their work, in order to help achieve the desired outcomes of their work (Hundt, Adams, and
Carayon 2017, 287). In the CUE model, usability experts provide individuals from a given
organization with training on usability principles and methods, and help them to develop the
skills necessary to conduct meaningful usability evaluations (Hundt, Adams, and Carayon 2017,
287-290). Those newly training individuals can then serve as an ongoing and self-reinforcing
group within the organization for conducting actionable usability evaluations (Hundt, Adams,

and Carayon 2017, 288).
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In a study by Hundt, Adams, and Carayon, the CUE model was applied to a Health IT
implementation at a hospital system in Pennsylvania (Hundt, Adams, and Carayon 2017, 288).
In the study, a number of the organization’s Health IT professionals, with no formal usability
training or education, were selected to participate (Hundt, Adams, and Carayon 2017, 288-289).
Over the course of two days, the participants received training on usability principles,
evaluative usability methods, and considerations when dealing with competing factors, such as
end user satisfaction and implementation feasibility (Hundt, Adams, and Carayon 2017, 289).
Then six weeks later, participants were asked to conduct scenario-based usability evaluations
with end users under the supervision and guidance of the usability experts (Hundt, Adams, and
Carayon 2017, 289-290). Participants then shared their experiences and insights as well as the
results of their evaluations (Hundt, Adams, and Carayon 2017, 288-289).

Upon following up with participants of the program five months after the training
concluded, researchers found that many of participants continued to consider the CUE model
training valuable (Hundt, Adams, and Carayon 2017, 292-293). This suggests that the CUE
model may be quite valuable for EHR system evaluation and improvement (Hundt, Adams, and
Carayon 2017, 294).

EHR Usability, Data Integrity, and Their Effect on Patient Safety

Scholarly research has shown that User Interface and User Experience design can in fact
affect data integrity in Electronic Health Records. It is also not merely a hypothetical issue,
given that, as mentioned earlier, over half of reported patient safety events related to Health IT

involve some type of human data entry or retrieval error (Mardon et al. 2014, 19-20).



Parente-15

User Interface and Data Integrity Errors

“Wrong-patient errors” are a common reason for errors in Computerized Provider Order
Entry systems (Mardon et al. 2014, 20; Taieb-Maimon et al. 2018, 383). As the name suggests,
wrong-patient errors occur when a clinician places an order or attempts to administer patient
care and unintentionally selects the wrong patient (Taieb-Maimon et al. 2018, 383-384). This
results in a care order administered for someone other than the intended patient (Taieb-
Maimon et al. 2018, 383-384). Such errors can occur if multiple patients have similar names, or
if the user simply clicks on the wrong patient from a list (Taieb-Maimon et al. 2018, 384).
Research has also shown that, after selecting a patient record to place an order, nearly 75% of
users do not actively verify they have in fact selected the correct patient (Taieb-Maimon et al.
2018, 383). In response to such errors, another study sought to examine if improvements in the
user interface design could reduce these wrong patient errors (Taieb-Maimon et al. 2018, 383).

The study used a simulated design of a standard CPOE interface as a control (Taieb-
Maimon et al. 2018, 387-390). Examples of this “standard” control can be seen in Figure 1. The
control was then used to compare results with several alternate versions that made use of
various Ul techniques (Taieb-Maimon et al. 2018, 387-390). One version highlighted selections,
one incorporated pictures of patient’s faces, and one did both (Taieb-Maimon et al. 2018, 387-
390). Participants were asked to place CPOE orders for a series of patients (Taieb-Maimon et al.
2018, 387). After allowing participants to place enough orders to get comfortable using their
version of the system, a wrong-patient error was forced by the testing system, so as to gauge if

the participants would notice the error (Taieb-Maimon et al. 2018, 387-388). Then, researchers
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compared the rates at which users recognized the error with each variation of the simulated

user interface (Taieb-Maimon et al. 2018, 387-391).
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Figure 1. User interface screens from the “standard CPOE interface” that acted as the control in
the study. Left, list of patients; middle top, patient medical data summary; right top, test
selection; middle bottom, data entry of patient information; Right bottom, order confirmation
(Taieb-Maimon et al. 2018, 388)

The results demonstrated that incorporation of the additional Ul techniques significantly
improved rates of recognition of the wrong patient selection (Taieb-Maimon et al. 2018, 391-
392). The study also demonstrated that the users recognized the error faster when using the
improved versions of the Ul (Taieb-Maimon et al. 2018, 391-392). Examples of these improved
alternate versions of the interface can be seen in Figure 2. All alternate versions of the Ul
showed significant improvement over the standard CPOE interface, with the version of the

interface that incorporated both selection highlighting and patient pictures showing the

greatest improvement (Taieb-Maimon et al. 2018, 391-395). Thus, this study seems to clearly
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demonstrate that user interface design can have a significant effect on data integrity and, in

turn, patient care.

Figure 2. User interface screens from the alternate versions of the CPOE interface used in the
study. Left to right: highlighted selection version displaying the selection made; version
incorporating patient pictures listing screen; version incorporating patient pictures data entry
screen; version that incorporated both selection highlighting and patient pictures displaying the
selection made (Taieb-Maimon et al. 2018, 389-390)
User Experience and Data Integrity Errors

The user experience can similarly affect data integrity. As mentioned previously, one of
the goals and rationales for encouraging adoption of EHR systems was the potential of such
systems to help healthcare providers reduce errors when placing orders for treatment (Taieb-
Maimon et al. 2018, 383). In many ways this has in fact been the case (Schiff et al. 2015, 264).
However, due to the user experience of these systems, they can still be prone to facilitating
errors (Schiff et al. 2015, 264; Taieb-Maimon et al. 2018, 383).

One of the ways EHR systems are intended to help to prevent errors is by alerting
clinicians when they are attempting to enter potentially unsafe orders (Schiff et al. 2015, 264;
Taieb-Maimon et al. 2018, 383). However, excessive alerts to the end user can condition them

to ignore the alerts (Taieb-Maimon et al. 2018, 383). This is commonly referred to as “alert

fatigue” and is particularly common when alerts are both frequent and perceived by the user to
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be unhelpful (Meeks et al. 2014, 1054; Taieb-Maimon et al. 2018, 383). The danger of this can
be seen easily via a case study:

[A] patient was administered a dose of a diuretic that exceeded the prescribed amount.

This error occurred due to a number of interacting sociotechnical factors. First, a

pharmacist made a data entry error while approving the order for a larger-than-usual

amount of diuretic. Although a dose error warning appeared on order entry, this
particular warning was known to have a high false positive rate. Owing to diminished
user confidence in the warning’s reliability, the warning was over-ridden. The over-ride
released the incorrect dose for administration by nursing staff. The nurse, unaware of
the discrepancy between the prescribed amount and the amount approved by the

pharmacist, administered the larger dose. (Meeks et al. 2014, 1055)

As described in the case study, the conditioning of the user to ignore alerts as unhelpful
or even wrong, contributed to a data integrity concern being overlooked, and patient care was
negatively impacted.

Similarly, examination of reported medication errors involving CPOE systems found that
nearly 80% of erroneous medication orders were able to be placed (Schiff et al. 2015, 267). In
addition, 28% overall were able to be placed without any warning at all and another 28.3%
overall were able to be placed with only “minor workarounds” (Schiff et al. 2015, 267). This
again seems to suggest that users are somewhat conditioned to ignore system alerts to the
detriment of EHR data integrity and patient care.

Failure to support real world medical workflows is another area in which the user
experience contributed to data integrity issues. Examination of reported patient safety
concerns revealed that the most common type of patient safety incident reported dealt with

the fact that EHR systems did not provide data to the user that was relevant to the medical task

the user was performing (Meeks et al. 2014, 1053-1055). This again suggests the need of EHR
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system developers to better understand the way in which users actually use and require data,
so as to be able to accommodate with an appropriate user experience.

Finally, part of the user experience is the effect interacting with the system has on the
user. It has been thoroughly studied and shown, in a wide variety of settings and fields, that
tasks that are more mentally taxing are also more prone to error (Mosaly et al. 2018, 467-468).
The same has been shown to be true when physicians are interacting with EHR systems (Mosaly
et al. 2018, 471-473). Clinicians interact with EHR systems frequently. When those interactions
themselves require more mental effort by the user than necessary, the users in turn become
more prone to error (Mosaly et al. 2018, 473).

Acceptance of the Relationship Between Ul/UX Design and Data Integrity in EHR Systems

That usability design can affect the data integrity of EHR systems has been broadly
accepted by many leaders in the healthcare industry (Middleton et al. 2013, e2-e3; Mosaly et
al. 2018, 467). In response to analysis of reported patient safety events, Patient Safety
Organizations have attempted to draw attention to human-computer interaction problems
such as data display errors and wrong-patient errors (Mardon et al. 2014, 19-21). As mentioned
previously, over half of reported patient safety events related to Health IT involve some type of
human data entry or retrieval error (Mardon et al. 2014, 19-20).

Professional organizations such as American Medical Informatics Association (AMIA)
have also formally acknowledged the relationship between EHR system usability, data integrity,
and their role in patient safety (American Medical Informatics Association, n.d.; Middleton et al.

2013, e2-e3). As the AMIA described it,
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Given the potential impact of EHR technology to improve healthcare delivery and
increase inadvertent patient harm, AMIA believes it is now critical to coordinate and
accelerate the numerous efforts underway focusing on the issue of EHR usability.
Vendors and users of health IT both seek to improve the quality of care delivered with

EHR, but current evidence suggests that some health IT may facilitate certain types of

adverse events and medical errors, and that these problems may be related to usability

issues. (Middleton et al. 2013, e5)

As a result, the AMIA has issued a number of recommendations to help improve EHR
usability including: increased usability research, prioritization of standard use cases, promotion
of implementation best practices, formal usability assessments, and recommendations from
clinical end users (Middleton et al. 2013, e5-e6).

In summation, EHR systems have shown great promise for improving patient care.
However, usability can directly affect data integrity in these systems for both better and worse.
Clearly, User Interface and User Experience design can impact data integrity in EHR systems.
That data integrity, in turn, can have major consequences for patients.

Solution

Usability in User Interface and User Experience design must be viewed as an integral
component of EHR system design and development in order to help ensure the integrity of
patient data. System usability is often viewed as a positive but not an essential. Such a view has
led to EHR systems that are frustrating to their users, and more conducive to data manipulation
error by users than is necessary. This in turn has and will continue to lead to patient harm. EHR

system developers, EHR system customers such as hospitals, and end users such as doctors and

nurses, must closely collaborate in efforts to improve EHR usability.
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In order to reduce data integrity problems caused or enabled by EHR usability, the
author proposes the creation of a collaborative real-world usability testing and improvement
infrastructure.

In the proposed plan, a vendor of EHR systems would partner with several hospitals to
create a collaborative infrastructure for ongoing real-world usability testing. This would
incorporate every common type of clinician, in every common medical specialty. The proposed
infrastructure would include:

* The identification of several suitable hospital organizations to act as partners to the EHR
system vendor

* The creation of a UX team at each of the partnering hospitals

* Implementation of ongoing usability testing with clinicians at each partnering hospital

* Close collaboration between hospital UX teams and EHR system developers

EHR system usability has been plagued by the difficulty of building highly complex IT
software applications for users, who possess advanced knowledge and understanding of their
highly complex field and its subspecialties. In addition, the user base of medical professionals is
a relatively small one as compared to the general population. These issues are compounded
significantly by system implementation variations.

The proposed infrastructure would provide the mechanisms necessary to significantly
improve EHR system usability and thus, data integrity and ultimately, patient care. The solution
provides for ongoing usability testing and improvement of EHR systems with actual medical

clinicians of every variety. It would do this while limiting the required scope of development.
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Additionally, it could accomplish all this with minimal out-of-pocket cost to all parties involved,
and minimal disruption to clinician’s work.
Discussion
Exploration and Analysis of Proposed Solution
Central Issues Addressed

It has been demonstrated that User Interface and User Experience design in EHR
systems can directly affect integrity of patient medical data. This was shown in theory with use
of studies, such as the experiment demonstrating that incorporation of Ul design features can
reduce wrong-patient errors. This was also shown in practice, such as in the case study wherein
clinicians ignored relevant safety alerts because of alert fatigue. Furthermore, as was shown,
the relation of system usability to data integrity has been widely accepted in the medical field
as a problem for some time.

However, efforts to improve EHR usability have been extremely slow coming. Efforts by
government officials to simply mandate the desired outcome via regulation have been
demonstrated to be largely ineffective. Even in cases where federal usability regulations are
met, non-clinicians are frequently used as test subjects. This results in usability test data that
does not truly reflect the target users. In addition, frequent customizations of EHR system
implementations often result in using EHR system variations that have not undergone any
usability testing at all.

Rationale for Proposed Solution
A serious effort to improve EHR system usability must be based around robust and

continuous UX testing and improvement. In order to effectively improve data integrity, UX
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testing must focus on real world application of EHR systems, and real world clinicians must be
utilized as UX test subjects.

Clinician usability testing must be conducted with all relevant variations on user roles.
That is, testing must be done not only with and for physicians in their role as healthcare
providers, but also for pharmacists, nurses, advanced practice providers, and medical
assistants, all in their respective roles as clinicians and users of EHR systems. In addition, real
world user testing must be conducted for those same roles, in every medical specialty, since
every medical specialty has its own processes and workflows.

In addition, EHR system vendors should work with their customers to develop
standardized EHR system implementations. Essentially unlimited variations on system
implementations make it nearly impossible to improve system usability across the board.
Explanation of Proposed Solution

The first element of the proposed solution is the identification of several suitable
hospital systems to act as partners in the effort. As with most every part of the proposed
solution, this step requires collaboration between EHR vendors and their client hospital
organizations.

Ideal hospital partners would have already implemented the vendor’s EHR system. This
would shorten the time required to enact the proposed solution, and such hospitals
presumably have a clinician user base that is already familiar with the EHR software. Preferred
hospital partners would also have an EHR system implementation, which is likely to be broadly
applicable to other hospitals. This allows the EHR vendor to treat the particular EHR

implementation as a standard one. The vendor can then develop usability improvements that
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can be applied to the partner hospital and any number of future hospitals that adopt the given
standardized implementation. This is also aligned with the recommendation from the AMIA for
the promotion of implementation best practices. The selection of several hospital systems to
participate with the EHR vendor allows the vendor to offer several “standard” implementation
options, while also limiting the number of potential use cases to something that, over time, can
be managed by system developers.

Suitable hospital organizations would also need to offer a full range of medical
treatments. Each hospital system should house every major medical specialty, so as to be able
to provide clinical users with the given specialty’s knowledge and expertise. In addition, offering
the full range of major medical services makes it likely that the hospital will be able to provide
experienced users from every major clinical role including doctors, pharmacists, nurses,
advanced practice providers, and medical assistants. General hospitals are excellent candidates
to meet this criterion.

Finally, suitable hospital partners must also have the backing of top executives at the
organizations. The proposed solution includes ongoing usability testing with a wide breadth of
hospital staff. This cannot be done without utilizing clinician’s time. Medical staff’s time is
valuable. This is true in terms of the pressing demand to help their patients, as well as
financially to their employer. The financial implications for hospitals will be examined in more
detail later. For the moment however, it is important to note that since the partner hospital will
likely be financially responsible for paying for its staff members’ time in usability testing,
leadership of the organization must be on board with the effort to improve usability and data

integrity.
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The second element of the proposed solution is the creation of UX teams at each of the
partnering hospitals. Since the goal is to have ongoing testing for every user role and in every
major medical specialty, a decent amount of usability testing capacity will be required in order
to be effective. In addition, the UX team will also need time to write up their findings into
meaningful development use cases. Once use cases are then submitted, the UX teams will also
require time to work with both system developers and end users in the effort to fulfill the use
case objectives and balance development capacity. This suggests that UX teams will need a
moderate amount of staffing.

The CUE model suggests that under the guidance of a usability expert, less experienced
usability staff members can be utilized effectively. Thus, having each team lead by a single
usability expert who supervises less experienced staff members can reasonably be used to
lower this staffing cost.

The third element is the commencement of ongoing usability testing with clinicians at
each of the partnering hospitals. Once the UX teams are in place, with the support of hospital
leadership, they can begin usability testing. This is where the goal of having ongoing testing for
every user role and in every medical specialty in a real world setting, with real world clinicians,
can finally be achieved.

Slowly but surely, UX team members can conduct testing for every user role in every
specialty following UX industry standard practices. The sheer scale of the project, every user
role multiplied by every medical specialty in the hospital, means that the UX team would be
conducting a great many usability tests. In addition, iterative improvements to the EHR system

from developers would mean that the same areas would have to be retested over time.
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However, this scale also means that time spent by individual usability test subjects
would be distributed among a great many clinicians and long periods of time. As a result, time
spent by any particular clinician in usability testing would be fairly short and infrequent, thus
minimizing disruption to their work as healthcare providers.

The final element of the proposed solution is the close collaboration between hospital
UX testing teams and vendor EHR system developers. This would take place in accordance with
common software development practices as appropriate. Once usability testing has been
completed on given particulars of the EHR system, the UX staff members at the partner hospital
would translate their findings into actionable data and use cases for the EHR system
developers. In many cases, due to the demands of technical constraints or development
capacity, back and forth discussions would then need to take place, so as to find the best
solution to balance technical constraints, developmental capacity, and usability. In such cases,
the UX team members would be in a good position to consider usability demands, having
conducted the interviews themselves. If additional follow up with users is required to seek
clarification, the on-site UX team is again well positioned for the task.

Potential Drawbacks

There are three notable potential drawbacks to the proposed solution. The first is the
limitations placed on EHR system implementation. Customers presumably enjoy, at least to
some degree, the flexibility in customization that is currently available in EHR systems. The
proposed solution suggests removing much of this flexibility, and instead creating a series of
standardized EHR system implementations. The rationales for this have been discussed, but

there is in fact a tradeoff being proposed to help improve EHR system usability.
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The second potential drawback is that the proposed solution, as described, is not
mandatory. Rationales for this will be discussed further later on, but it is none-the-less a
proposal that does not seek imposition by legal or regulatory force. As a result, it requires the
cooperation of different parties in the industry, all with their own goals and motivating
pressures. The proposed solution provides incentives for all involved and seeks to minimize
costs to all involved as well, as will be discussed further. However, the proposed solution does
require at least some degree of buy-in from all parties involved.

Finally, the proposed solution is one that is primarily focused on usability in hospital
settings. It largely does not address smaller independent clinics and private practice physicians’
offices. However, this shortcoming could be addressed through a modified version of the
proposed solution. Such a modification could be accomplished by increased action from the
EHR vendor, as the direct sponsor of an independent UX team that would work with a number
of smaller clinics and offices in a given area.

Positives of the Proposed Solution

In the short term, the proposed solution would yield actual, real-world usability data to
aid in EHR improvement. It would do so for all-manner of EHR system users, and in all major
medical specialties. In addition, the standardization of EHR system implementations would limit
the number of potential use cases on which system developers can focus their efforts. It would
also provide guidance to EHR system customers for achieving best results in usability and data
integrity with their EHR system implementation.

In the long term, it is reasonable to conclude the proposed solution would yield overall

improvement in EHR system usability. As a result of usability improvements, this would likely
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result in clinicians having to devote less time to EHR system use. This in turn, would likely
decrease clinician frustration with EHR systems, increase job satisfaction, and decrease
burnout. Most importantly, it is reasonable to conclude the proposed solution would improve
data integrity in patient health records, and thus improve patient care.

Financing and Motivating Factor Considerations

As discussed previously, top-down governmental solutions to the problem of EHR
system usability have been demonstrated to be, at best, largely ineffective. At worst, federal
regulatory efforts may be a contributing factor to the problem of EHR system usability. As such,
the proposed solution is designed to be feasible without governmental intervention. However,
the proposed solution does require investment of time, energy, and finances by vendors of EHR
systems, hospitals, and clinicians. As such, financial realities and potential motivating factors
should be considered.

The primary costs of the proposed solution are, first, the investment of resources by
EHR vendors to locate suitable hospital partners and create standardized EHR system
implementations. Second, the employment costs of the new UX team members. Third, the
financial expense of clinician time spent in usability testing. And finally, the investment of time
and energy by clinicians spent in UX testing.

For EHR system vendors, the proposed solution could be a major competitive
advantage. Recognition of usability problems with EHR systems is widespread within the
industry. A significant and visible effort to improve usability based on continuous feedback from
clinicians with real world experience could be a significant selling point to potential customers

when selecting or changing EHR systems. In particular, the improved usability would likely be a
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selling point to physicians who have long voiced their frustration with EHR systems and for
whom EHR system use is a contributing factor for career burnout. In addition, potential
customers may be persuaded by the fact that improved data integrity in patient care is likely to
lower the risk of negative patient safety incidents and, in turn, lower the risks of lawsuits.

In light of these potential competitive benefits, it would be reasonable for EHR system
vendors to absorb at least some of the cost of UX team member employment or simply employ
them directly. Additionally, it would not be unreasonable to suggest that the sponsoring EHR
vendor may also absorb some portion of the cost of clinician time spent in UX testing. Since, in
the proposed solution, EHR system vendors are working with existing clients, this portion of
expenses could be absorbed over time and without any out-of-pocket expense. This could be
accomplished by offering the participating hospitals a reduction in their EHR system licensing
fees.

With regard to the hospitals acting as partners, the expense of clinician time spent in
testing is the major expense. Even if the sponsoring EHR vendor were to absorb a portion of the
cost of clinician time in UX testing as described above, some amount of cost would likely
remain. However, this cost of participating should be weighed against potential cost savings.

For hospitals participating in the proposed solution, their EHR system implementation
becomes a standardized one, with no, or minimal cost to change their current implementation.
As such, the cost in IT staff changing an existing implementation and lost productivity of
clinicians learning a new system is saved. In addition, since clinician frustration with existing
EHRs is so widespread, involvement in the proposed solution is potentially a competitive

advantage in hiring. The partner hospital would be able to offer an EHR implementation that is



Parente-30

being optimized for usability and the ability of employees to directly offer suggestions to
improve EHRs.

In addition, time spent by clinicians in UX testing may be better seen as an investment,
rather than simply an expense. As mentioned previously, a significant majority of physicians are
of the opinion that EHR systems require an unreasonable amount of their time in order to
perform required tasks. If improved usability indeed reduces this excessive time lost performing
required tasks, over time, hospital employers would regain a portion of clinicians’ time spent in
testing. Finally, hospitals must consider the cost savings that are likely from fewer lawsuits. It is
reasonable to assume that improved data integrity, as a result of improved usability, will result
in fewer patient safety events from Health IT. This in turn, would likely yield fewer lawsuits
against medical practitioners.

As described, the proposed solution requires no direct financial investment from
clinicians. Instead, clinicians must be willing to donate their time and expertise to the effort of
improving EHR usability through their participation in UX testing. However, clinicians may also
be able to act as advocates in their organization to back such an effort. In addition to the
described benefits to the care of their patients, it is in clinicians’ personal interest to support
such an endeavor. Healthcare providers interact very frequently with EHRs, and those EHRs
have long been a source of their frustration. Thus, they may wish to participate in such an effort
for their own sake as well.

Thus, all parties involved can be reasonably expected to benefit from the proposed
solution. However, the final motivating factor for all involved should not go without particular

focus. It is reasonable to conclude that the proposed solution would yield substantial
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improvement in EHR system usability. This would likely yield improved data integrity of patient

medical data. In turn, this would likely improve patient care, and potentially, save lives.
Project Analysis

Limitations

This project is not without limitations. First and foremost, the author did not have a
background in EHR systems or the medical field. As a result, there may be particular
considerations and/or drivers of which the author was unaware, having failed to discover them
through research.

In addition, efforts to reconcile the financial implications and costs of the proposed
solution are conceptual and broad. They do not account for actual dollar costs to the parties
involved. Efforts were made to keep the financial considerations reasonable and practical.
However, it is impossible to know the true cost-benefit of the proposal without a true financial
analysis regarding the particular parties who would be involved in an effort to enact the
proposed solution.

Contribution to the Field

It is the author’s hope that this project contributes in some small way to the fields of
Ul/UX design, Electronic Health Record development, and their application to the medical field.
The fact that usability can directly affect the integrity of system data, potentially with disastrous
results, is a finding with applicability to most every area of information and communications
technology. Leaders in the field must understand and advocate for this important
understanding. Usability is not merely a feature that is nice to have. It is an element that is

crucial to the security, integrity, and success of an information system.
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Recommendations

The first and foremost recommendation as a result of this project is continued advocacy
for increased usability in EHR systems. Clinicians, hospital leadership, and Patient Safety
Organizations must continue to advocate strongly for increased attention to this issue.

Governmental officials should recognize that efforts to improve EHR system usability
have been largely unsuccessful. Ideally, legislators should reevaluate the existing legal and
regulatory framework and seek to encourage efforts to improve EHR system usability.
Lawmakers and regulators should also examine the existing legal and regulatory requirements
and seek to remove potential barriers that may unnecessarily contribute to usability problems
or unnecessarily hinder efforts to improve usability.

Information and communication technology professionals should seek to apply the
insights contained herein well beyond the area of Electronic Health Records. That usability and
data integrity are intertwined in information systems is an important fact that is easily
overlooked. Cognizance of this reality has wide application and should be utilized in all areas of
Information Technology.

Finally, vendors of EHR systems must increase their focus on improving EHR system
usability. Though undoubtedly contending with numerous competing interests, EHR system
developers are the only ones actually in a position to enact the changes necessary to improve
usability. As described, the problem of EHR system usability is a complex one. It will require
cooperation among all parties involved to improve EHR usability and data integrity. This is

necessary because of the direct impact it can have on patient health. While cooperation
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between all parties is necessary, it is action by EHR system vendors that is most central and
most crucial.
Possible Implementation Methodology

The proposed solution envisions at a minimum, multiple separate partnerships between
an EHR vendor and several separate hospital organizations. Each separate partnership would
have its own UX team. All UX teams would be working in parallel to improve usability in several
standardized EHR system implementations. This methodology would result in a more
substantial upgrade in EHR usability and provide the vendor with multiple standardized
implementations to offer into the marketplace.

However, a trial of the proposed solution could be conducted with a single partnership
and single standard implementation. This would reduce the expense to EHR vendors and allow
a lower risk trial of the proposed solution. If the trial proved successful, vendors could then
expand the effort to be more in line with the proposed solution, if desired.

Next Steps and Further Study

The best place to start toward the goal of enacting the proposed solution would be with
a detailed financial analysis of the cost. As mentioned previously, the financials discussed were
only conceptual. A true financial analysis is the prudent next step to evaluate the true cost of
the proposed solution.

In addition, academic study of EHR system usability must be continued. The body of
scholarly research on this subject allows ever expanding understanding of the issues involved. It

also helps to continue to place focus on this important issue.
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Conclusion

This paper sought to examine the relationship of User Interface and User Experience
(UI/UX) design to data integrity in Electronic Health Record systems. The goal was to better
understand this relationship so as to determine if system usability design can improve data
integrity, by reducing errors made by medical staff, who are the intended users of EHR systems.

Research demonstrated that UI/UX design can, in fact, directly affect data integrity in
EHR systems. Poor usability as a contributing factor to data errors by clinicians is, unfortunately,
a widely accepted and understood problem. Yet despite a fair amount of focus, significant
usability problems persist, posing an unnecessary threat to EHR data and patient care.

This is a significant problem for hospital organizations, vendors of EHR systems, medical
practitioners, and most of all patients. In addition, the central finding, that Ul/UX design can
have a direct negative effect on data integrity is applicable far beyond application in the

medical field. It is applicable to all areas of information and communications technology.



Parente-35

References

American Medical Association. n.d. “Health Care Advocacy.” Accessed May 7, 2020.
https://www.ama-assn.org/health-care-advocacy.

American Medical Informatics Association. n.d. “AMIA Mission.” Accessed May 10, 2020.
https://www.amia.org/about-amia/mission-and-history.

Babbott, Stewart, Linda Baier Manwell, Roger Brown, Enid Montague, Eric Williams, Mark
Schwartz, Erik Hess, and Mark Linzer. 2014. “Electronic Medical Records and Physician
Stress in Primary Care: Results from the MEMO Study.” Journal of the American Medical
Informatics Association 21 (el): e100-106. https://doi.org/10.1136/amiajnl-2013-
001875.

Caddick, Richard, and Steve Cable. 2011. Communicating the User Experience A Practical Guide
for Creating Useful UX Documentation. Chichester:John Wiley & Sons Ltd. Kindle Edition.

Encyclopedia Britannica. n.d. “General hospital.” Accessed May 24, 2020.
https://www.britannica.com/science/general-hospital.

Friedberg, Mark W, Peggy G Chen, Emma Pitchforth, Denise D Quigley, Robert H Brook, F Jay
Crosson, and Michael Tutty. n.d. “Factors Affecting Physician Professional Satisfaction
and Their Implications for Patient Care, Health Systems, and Health Policy.” Health
Systems, 7.

Harris, Shon and Maymi Fernando. 2016. CISSP All-in-One Exam Guide. 7" ed. New York:
McGraw-Hill. Kindle.

HealthlT.gov. 2019. “Health IT Legislation.” August 28, 2019.

https://www.healthit.gov/topic/laws-regulation-and-policy/health-it-legislation.



Parente-36

Hundt, Ann Schoofs, Jean A. Adams, and Pascale Carayon. 2017. “A Collaborative Usability
Evaluation (CUE) Model for Health IT Design and Implementation.” International Journal
of Human—Computer Interaction 33 (4): 287-97.
https://doi.org/10.1080/10447318.2016.1263430.

Johnson, Jeff. 2014. Designing with the Mind in Mind: Simple Guide to Understanding User
Interface Design Guidelines. Waltham:Elsevier Inc. Kindle Edition.

Mardon, Russ, Lois Olinger, Marilyn Szekendi, Tammy Williams, Erin Sparnon, and Karen
Zimmer. 2014. Health Information Technology Adverse Event Reporting: Analysis of Two
Databases; Final Report. Westat, UHC. ECRI.
https://www.healthit.gov/sites/default/files/Health_IT_PSO_Analysis_Final_Report_11-
25-14.pdf.

Martins, Ana Isabel, Ana Filipa Rosa, Alexandra Queirds, Anabela Silva, and Nelson Pacheco
Rocha. 2015. “Definition and Validation of the ICF — Usability Scale.” Procedia Computer
Science 67: 132-39. https://doi.org/10.1016/j.procs.2015.09.257.

Meeks, Derek W, Michael W Smith, Lesley Taylor, Dean F Sittig, Jean M Scott, and Hardeep
Singh. 2014. “An Analysis of Electronic Health Record-Related Patient Safety Concerns.”
Journal of the American Medical Informatics Association 21 (6): 1053-59.
https://doi.org/10.1136/amiajnl-2013-002578.

Middleton, B., M. Bloomrosen, M. A. Dente, B. Hashmat, R. Koppel, J. M. Overhage, T. H. Payne,
S. T. Rosenbloom, C. Weaver, and J. Zhang. 2013. “Enhancing Patient Safety and Quality

of Care by Improving the Usability of Electronic Health Record Systems:



Parente-37

Recommendations from AMIA.” Journal of the American Medical Informatics
Association 20 (el): e2-8. https://doi.org/10.1136/amiajnl-2012-001458.

Mosaly, Prithima Reddy, Lukasz M. Mazur, Fei Yu, Hua Guo, Merck Derek, David H. Laidlaw,
Carlton Moore, Lawrence B. Marks, and Javed Mostafa. 2018. “Relating Task Demand,
Mental Effort and Task Difficulty with Physicians’ Performance during Interactions with
Electronic Health Records (EHRs).” International Journal of Human—-Computer
Interaction 34 (5): 467-75. https://doi.org/10.1080/10447318.2017.1365459.

Mosaly, Prithima R., Hua Guo, and Lukasz Mazur. 2019. “Toward Better Understanding of Task
Difficulty during Physicians’ Interaction with Electronic Health Record System (EHRs).”
International Journal of Human—Computer Interaction 35 (20): 1883-91.
https://doi.org/10.1080/10447318.2019.1575081.

O’Malley, Ann S., Kevin Draper, Rebecca Gourevitch, Dori A. Cross, and Sarah Hudson Scholle.
2015. “Electronic Health Records and Support for Primary Care Teamwork.” Journal of
the American Medical Informatics Association 22 (2): 426—34.
https://doi.org/10.1093/jamia/ocu029.

Pallin, Daniel J., Ashley F. Sullivan, Janice A. Espinola, Adam B. Landman, and Carlos A. Camargo.
2011. “Increasing Adoption of Computerized Provider Order Entry, and Persistent
Regional Disparities, in US Emergency Departments.” Annals of Emergency Medicine 58
(6): 543-550.e3. https://doi.org/10.1016/j.annemergmed.2011.05.015.

Ratwani, Raj M., A. Zachary Hettinger, Allison Kosydar, Rollin J. Fairbanks, and Michael L.

Hodgkins. 2016. “A Framework for Evaluating Electronic Health Record Vendor User-



Parente-38

Centered Design and Usability Testing Processes.” Journal of the American Medical
Informatics Association, July, ocw092. https://doi.org/10.1093/jamia/ocw092.

Ratwani, Raj M., Natalie C. Benda, A. Zachary Hettinger, and Rollin J. Fairbanks. 2015.
“Electronic Health Record Vendor Adherence to Usability Certification Requirements
and Testing Standards.” JAMA 314 (10): 1070. https://doi.org/10.1001/jama.2015.8372.

Reisman, Miriam. 2017. "EHRs: The Challenge of Making Electronic Data Usable and
Interoperable." P & T : A Peer-reviewed Journal for Formulary Management 42, no. 9
(2017): 572-75.

Rui, P. and T. Okeyode. 2017. National Ambulatory Medical Care Survey: 2016 National
Summary Tables.
https://www.cdc.gov/nchs/data/ahcd/namcs_summary/2016_namcs_web_tables.pdf.

Savage, Erica L, Rollin J Fairbanks, and Raj M Ratwani. 2017. “Are Informed Policies in Place to
Promote Safe and Usable EHRs? A Cross-Industry Comparison.” Journal of the American
Medical Informatics Association 24 (4): 769-75. https://doi.org/10.1093/jamia/ocw185.

Schiff, G D, M G Amato, T Eguale, J J Boehne, A Wright, R Koppel, A H Rashidee, et al. 2015.
“Computerised Physician Order Entry-Related Medication Errors: Analysis of Reported
Errors and Vulnerability Testing of Current Systems.” BMJ Quality & Safety 24 (4): 264—
71. https://doi.org/10.1136/bmjqgs-2014-003555.

Shanafelt, Tait D., Lotte N. Dyrbye, Christine Sinsky, Omar Hasan, Daniel Satele, Jeff Sloan, and
Colin P. West. 2016. “Relationship Between Clerical Burden and Characteristics of the

Electronic Environment With Physician Burnout and Professional Satisfaction.” Mayo

Clinic Proceedings 91 (7): 836—48. https://doi.org/10.1016/j.mayocp.2016.05.007.



Parente-39

Stack, Steven J. 2015. “Physicians, we hear you: EHR meaningful use isn't meaningful.”
American Medical Association, July 21, 2015. https://www.ama-
assn.org/about/leadership/physicians-we-hear-you-ehr-meaningful-use-isnt-
meaningful.

Taieb-Maimon, Meirav, Catherine Plaisant, A. Zachary Hettinger, and Ben Shneiderman. 2018.
“Increasing Recognition of Wrong-Patient Errors through Improved Interface Design of a
Computerized Provider Order Entry System.” International Journal of Human—Computer
Interaction 34 (5): 383-98. https://doi.org/10.1080/10447318.2017.1349249.

Talmadge, Daniela. 2017. “Keeping Medical Liability Costs Down: How Captive Insurance and
Damages Caps Could Help Control Rising Healthcare Costs.” The Journal of Corporation
Law 43 (November): 17.

Terry, Ken. 2015. "Why Electronic Health Records aren't more usable." ClIO, December 3, 2015.
https://www.cio.com/article/3011576/why-electronic-health-records-arent-more-
usable.html.

US Congress. 2009. Health Information Technology for Economic and Clinical Health (HITECH)
Act of 2009. 111th Cong., 1st sess. H.R. 1—353-H.R. 1—380.

Wani, Deepa, and Manoj Malhotra. 2018. “Does the Meaningful Use of Electronic Health
Records Improve Patient Outcomes?” Journal of Operations Management 60 (1): 1-18.

https://doi.org/10.1016/j.jom.2018.06.003.



	The Relation of User Interface and User Experience Design to Data Integrity In Electronic Health Records
	Abstract
	Table of Contents
	Background
	History and Proliferation of Electronic Health IT Systems
	Usability and Health IT Systems
	The Problem to Be Addressed

	Approach
	Literature Review
	Data Integrity and System Usability
	Data Integrity
	System Usability

	Drivers of Usability in EHR Systems
	Federal Requirements for EHR Systems
	Federal Requirements and Usability in Practice
	EHR Usability and the Marketplace

	Established Information on EHR Usability
	Clinician Experience with EHR Usability
	Making Do with Existing EHR Systems
	Examples of Specific Barriers to EHR Usability
	A Collaborative Approach to Usability
	User Interface and Data Integrity Errors

	EHR Usability, Data Integrity, and Their Effect on Patient Safety
	User Interface and Data Integrity Errors
	User Experience and Data Integrity Errors
	Acceptance of the Relationship Between UI/UX Design and Data Integrity in EHR Systems


	Solution
	Discussion
	Exploration and Analysis of Proposed Solution
	Central Issues Addressed
	Rationale for Proposed Solution
	Explanation of Proposed Solution
	Potential Drawbacks
	Positives of the Proposed Solution
	Financing and Motivating Factor Considerations

	Project Analysis
	Limitations
	Contribution to the Field


	Recommendations
	Possible Implementation Methodology
	Next Steps and Further Study

	Conclusion
	References




